How to block SIP registering attack on ePBX100A_128M
Example as SIP friendly-scanner attack
1. Telnet to Epbx100A_128M(kernel v301/application v302 or later)
*Note : Default username/password(case-sensitive) : root/JEpbx168

Input commands as follows.

I.     cd /mnt/app1/asterisk/etc/system
II.    vi start.sh

vi operation procedures
I. Press G to get to end of file.
II. Press o (edit mode)to insert a new line

III. Copy following statement and paste to it.

/bin/iptables -I INPUT 1 -p udp -s 0.0.0.0/0.0.0.0 -d 0.0.0.0/0.0.0.0 -m string --algo bm --string friendly-scanner -j DROP
You can modify red words part to match other words if you want to block it.

*Note : matching string is case-sensitive by iptables.
IV. Press ESC key once then input :x! key (save with exit)
*Note : press d twice for delete a line and q! to exit without save.
2. Command “reboot” to reboot and it will take effect when system ready next time.

*Note : it will be removed after firmware upgrading, then you need to do it again.
    Follows are some statements for blocking specific IP in UDP protocol, specific IP and others.
Block 192.168.17.2 in UDP protocol :
/bin/iptables -I INPUT 1 -p udp -s 192.168.17.2/255.255.255.255 -d 0.0.0.0/0.0.0.0 -j DROP
Block 192.168.17.2 :
/bin/iptables -I INPUT 1 -s 192.168.17.2/255.255.255.255 -d 0.0.0.0/0.0.0.0 -j DROP
*Note: you can modify red words part to match other IP if you want to block it.

Delete no.1 rule from INPUT table
/bin/iptables -D INPUT 1
Show all rules from tables

/bin/iptables –L -nv

Show all rules with line number from tables

/bin/iptables –L –nv –line-number

For more information, please refer to iptables usage.

