How to use LP389 IP Phone HTTP provision feature

The Purpose of this document is to describe procedures to create an auto provision based on HTTP
platform for IP Phone LP389 and LP600N.

1.

IP Phone MAC.cg file GENEIratioN .........cccouiiiiiieii e 1
Step 1. Build MAC address list for mass configuration file generation............cccccceeeevenne.n. 1
Step 2. Create a template configuration file ............cccooveiiiii i, 1
Step 3. Make the change of “wtegencfg.ini”” as follows if it is necessary. ........c.cccocevervennnn, 1
Step 4. Generate the individual configuration file. ..., 2
Additional NOtes t0 aOVE STEPS. .....cviiieiieii e nreas 2
HES HT TP SEIVEE SETUPD ..ttt e ne e 4
Step 1. Setup HT TP SEIVEF NEIWOIK .....ccvveiieiiecieieeie ettt sne e 4
StEP 2. EXECULE HEFS SEIVET ......oiiiiiiiiie ettt 4
Step 3. Setting Server User name and PasSWOEd...........cccvoveiveieeiieneenesieseese e e see e, 5
Step 4. Add configuration file OF fIFrMWArE .........cccocoi e, 6
LP389 Provision Setting and SErver IMESSAJE ........ccvviieieerieiieieesiesreeseeseeseeseeeesseesseeeessens 9
Step 1. LP389 Web for provision fUNCLION ..........cccccoeiieieiecee e 9
Step 2. MAC Address.CTY IMESSAQES ......ccveiieeieiieieesie e e esiesee s ste e et e e ae e e eeenes 10
Step 3. Firmware Upgrade IMESSAJE .........ccveueiieiierieieeseesiestesaesiesseessae e sseessaeseesneesseensesnes 10
N[0 (PSPPSR PP PPR 11
ProViSIONING DEDUQ ......c.eoiiiie ettt ettt esnaenaeeneenreas 12
MO L1 TEINET ... bbb b bbbt 12

MOAE 22 SYSLOG ...t r e 14



1. 1P Phone MAC.cfg file Generation

Go to Welltech technical support webpage to download auto provision information of LP389 and
LP600N and start the following steps.

Step 1. Build MAC address list for mass configuration file generation

Open the “ LP389 MAC.csv” file by using Microsoft Excel program. Refer to the picture below.

You should ask for Welltech to provide you MAC address list by Excel file when you place an order.
Or, you can build an Excel file with MAC address by yourself. This file is used to generate auto
provision MAC address profile for each device.

A B e o mETEIE T E TR T
| 1 |$MACAddress l1tel 11uid 11pwd I1dsp 12tel 12uid 2pwd  |12dsp  |13tel 13uid 13pwd  |13dsp
| 2 |0001ABFFFFFF 123 123 123 123
%oomaswsaﬁ " 0700001107 070000110 070000110 7 070000110

4

The “MAC.csv” file contains most frequent configurable parameters at each column of Excel file as
follows.
Column A : MAC Address
Enter MAC address of this device which you are going to edit. The MAC address can be found
from device webpage or sticker at bottom of enclosure.

MAC-Address: 00:01:A8:07:53:7F

Column B, F, J : I1tel to I3tel
Telephone number ( Tel No ) of Linel, Line2 and Line3 are filled in these columns.
Tel No: [o7o000110

Column C, G, K : l11uid~I3uid
User ID of Linel, Line2 and Line3 are filled in these columns.

User ID: [o70000110

Column D, H, L : I1pwd~I3pwd
User Password of Linel, Line2 and Line3 are filled in these columns.

User Password: I----an---

Column E, I, M : 11dsp~13dsp
Display Name of Linel, Line2 and Line3 are filled in these columns.

Display Name: II}TE‘EDD}.].D

Step 2. Create a template configuration file

Open the “LP389 Parameter.txt” file and make the required changes. Make the changes for those
necessary provision and SIP proxy setting. For details, please refer to file of “ LP389
Parameter.txt ”.

Step 3. Make the change of “wtegencfg.ini”” as follows if it is necessary.
# Template File

BaseFile = \LP389 Parameter.txt
# MAC list file
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ListFile = \LP389 MAC.csv
#0:0ff,1: On
Encrypt =0

Step 4. Generate the individual configuration file.
Double click the “wtgencfg.exe” file, it will generate the configuration file for each MAC address
list in “MAC address.cfg” format as the following pictures.

Motice : wtgencfg.exe 1.8.8 (RB?1606> start.

Info : Read ".“wtgencfg.ini'.

Info : [Bysteml.

Info : Action=@A.

Info : ToCase=H.

Info : BaseFile=.“LF389 Parameter.txt.

Info : ListFile=.~LP382 MAC.csw.

Info : Default HeadTagPref ix=FmtMo=_uwtcfg_.

Info : HeadTagSuffix=.

Info : Encrypt=8.

Info : Default EncryptKey=seswsesse

Info : Read "_“LP387 Parameter.txt" 10122 element{s).
Info : Read "_~LP38% MAC.csuv" 185 elementd(sd.

Info : Removed “.~ABB1iaBffffff . cfg".

Info : Opened "_“OBB1a8Fffffff _cfg".

Info D . NPBA1laBffffff .cfg" finished 29 recordis>.
Info s

Info | Opened "'_~@8B1a887537f cfg".

Info 2o NIAR1LaBAYS3VF cfg" finished 29 recordis).
Info E

Motice : Total 2 file<s? generated.

This program ( wtgencfg.exe ) generates an cfg file by using MAC Address as its name as shown
below. Please note this file is .cfg format and Windows recognize it as Office Outlook set up file
with the following display.

m?_! EEElaEE?S_E?; ] B

Ll 2ke

Additional Notes to above steps.
1. The “LP389 Parameter.txt” contains classification and detailed description of each parameter.
2. To configure common parameters to each phone set such as SIP Server IP address, SIP port
number or voice codec priority, please modify “LP389 Parameter.txt” file.
3. To configure unique parameters to each phone set such as Account number, registration password,
you need to modify “LP389 MAC.csv” file.
Please take caution to both files Parameter.txt and MAC.csv before you start to create your
desire features.
4. If you want to upgrade firmware via auto provision, you have to open “LP389 Parameter.txt ”
file and modify the parameter “frmurl”. There are two formats that can be used.
(1) Hirmware name.bin
(2) http:// User name:Password@provision server address:port number/firmware name.bin
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Example (1)

FmtNo=_wtcfg_lp6aa =

[Firmuware] i

fFrmurl=/1p666m.389.1110886/.bin
=FEAT

Example (2) :

[* 0001a80

|FmtMo=_wtcfg_lp6ae
[Firmware] {d
frmurl=http://root:root@192.168.23.40:8080/1p6A6BM.389.111886.bin

k-
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2. HES HTTP Server Setup
You can use HFS as your HTTP server and refer to the following steps to create your HTTP server.

Step 1. Setup HTTP server network
Confirm the network settings on the computer in which you want it to work as HFS HTTP server.
For example: IP address 192.168.23.40

21|

= DHCP {578

192.168.23.40

255.255.248.0

192.168.16.254

Windows T=ERZSE=ENESE « ©2E BE
EizEE EEREIEE -

Step 2. Execute HFS Server

(1) Press “HFS.exe”

(2) Open HTTP software.
.. HFS ~ HTTP File Server 2.2f =10/ x|

= Menu f&? Fort: 8080 | ﬂ Y'ou are in Expet mode
@ Open infbrowser Ihttp:h"l 92 163.23.40:8080/

“irtwal File System Log

Wi P | Filename i Slatus Speed | Time left |ﬂ

s -

|Connections: 0 | Out: 0.0KB/s [In: 0.0 KB/s [Total Out: 11.06 MB |Total In: 130.44 KB | VFS: Oitems | v
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You can see your server IP “http://192.168.23.40”and this example port is 8080. The server Port can
be changed.

Step 3. Setting Server User name and Password
If you don’t need set “User / Password”, you can skip this step.
(1) Select the house Icon in Virtual File System. Right-click and select “Set user/pass..”.
ile Server 2.2f —1o x|
= Menu | i Port; 8080 | €5 ou are in Expert mode |
(i Openin browser [http://192.168.23 40:8080/

Top speed: 1O KE!=

Yirtual File Spstem Log

——
Add files...

.+ Add folder from disk...
Mew empty folder Ins
& New link
Advanced 3

Copy URL address Ctrl+C

| @ Browseit F9
Comment._ ame i/ Status Speed | Time left | %

Bind root to real-folder

T st raatn. B/s [Total Out 11.06 MB [TotalIn: 13044 KB [VFS: Ditems | -

v Browsable
v Archivable
&5 Upload 3
by Why is upload disabled?
Hide tree

Auto-hide empty folders
Hide file extention in listing

(2) Enter HTTP server User name and Password, Re-type password. For this example, User name is

Ilzemame IrDDt

FEEE

Fazzward I

HREN

Re-type passwnrdl

Ok Feszet
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(3) User name and Password Setting are completed.
Server 2.2 =10l x|

=] Menu | f,?f Port; 8080 | ﬁYou are in Expert mode |

{E Open in browser Ihttp:a’ﬂ92.188.23.40:8080#

Virtual File System Log

wi 1P " Filename er Status Speed Timeleft|2!

|Connections: 0 | Out: 0.0 KB/s | In: 0.0KB/s [Total Out: 11.06 MB |Total In: 130.44 KB [FS: O items - notsa

Step 4. Add configuration file or firmware
(1) Select the house icon in Virtual File System. Right-click and select “Add files”.

E Menu | {E‘ Fart; 8030 | ﬁﬁYDu are in Expert mode |

(& Open in browser {itp://192.168 23.40.8080/

Yirtual File Spztem Log

~+ Add folder from disk..
Mew empty folder Ins

W New link

Advanced 3

Copy URL address  Ctrl+C
- Copy URL with password 3
@ Browseit Fo i/ Status Speed | Tirne left
Comment...

Bind root to real-folder

3%

—1

1 Setuser/pass... r :
[Con Reset user/pass [Total Out: 11.06 MB | Total In: 130.44 KB [FS: O items - notsa

€. Restrict access ]
Customized realm...

v Browsable

v Archivable

= Upload C

2y Why is upload disabled?

Hide tree
Auto-hide empty folders
Hide file extention in listing
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(2) Select IP Phone “ MAC.cfg” file or firmware and import to this window.
For example:

MAC.cfg file is 0001a807537f.cfg

Firmware file is |p600m.389.111006.bin

=10 x|

é b enu | {E‘ Fort: 8030 | ﬂYDu are in Expert mode
(& Open in browser |hitp://132 168,23 40:8080/

Top speed: 0L.0KE!s

YWirtual File Sypstem Log

]
S

E2 00015807537 cfg
=) 1pE0OM. 383.111006 bin

wi IP | Filenarme er Statusz Speed | Time left |ﬁ

|Connections: 0 | Out: 0.0 KB/s | In: 0.0 KB/s [Total Out: 11.06 MB |Total In: 130.44 KB [FS: 2 items - notsa

(3) Press “Open in browser button to activate the Internet Explorer browser.

=10 x|

é b enu | {E‘ Fort: 8030 |ﬂYDu are in Expert mode |
(&} Open in brawser |Hitp.//192.168.23 40.8080/

Top speed: 0L.0KE!s

YWirtual File Sypstem Log

S/
i) il
!"'3 0001 8075371 cfg
-------- (= 1pB00Mm. 389,111 008 bin

wi IP | Filenarme er Statusz Speed | Time left |ﬁ

|Connections: 0 | Out: 0.0 KB/s | In: 0.0 KB/s [Total Out: 11.06 MB |Total In: 130.44 KB [FS: 2 items - notsa
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Enter your setting of HFS HTTP server User Name and Password. If you don’t set, you can skip.

localhost

See the following screen setup successfully.

7 HFS / - Windows Internet Explorer |_|—P|_ |

} lusenmnt

0 folders, 2 files - Total: 2.28 MB
Filename Filesize Filetime Hits
E3 n001a807537f.cfg 1.79 KB | 2011/10/24 4 09:42:20 i
Ip500mM.389.111006.bin | 2.28 MB | 2011/9/27 £ 04:10:00 0
File list
Faolder archive
HitpFileServer 2.2f
Serverti ;mﬂ,lﬁif?‘*"’FfF-ﬂZﬂ;E?
Uptime: 01:16:20 '
- Build-time: 0.031
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3. LP389 Provision Setting and Server Message

Step 1. LP389 Web for provision function
Enter LP389 web browser HTTP URL address. Select the left function “Device Setting” at
“Provisioning” to configure.

| MNetwork | Time | Advance | User Login | Debug '

Provisioning Type: |HTTR

VOIP Setting ()

HTTP Config URL: [http-//192 168 23 40-8080 |

SIP Lines (3]

Refresh Interval [rnirmhé}:lﬁ[l |

User 1D: [root |

Dialing Plan ()

Password: |iiil |

call History (3

Maintenance @

(1) Provisioning Type : Please select HTTP type.

(2) HTTP Config URL : Enter your HTTP server IP and Port number.

(3) Refresh Interval (minute) : The interval time is for LP389 IP Phone to access HTTP server to
check .cfqg file if there are any new firmware to update.

(4) User ID : HTTP server User ID.

(5) Password : HTTP server Password.
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Step 2. MAC Address.cfg Messages
HTTP server will show .cfg file to check its messages. Confirm if message is consistent, then start
to download configuration.

=131 ]

{8 Open in biowser |htp://192 168,23 40: 8080/
Top speed: 31KEls

Wirtual File Syztemn Laog
al T4 02:41:2% root@127.0.0.1:3086 Requested GET ¢
-4 000128075371 cfg T4 03:05:20 root@192.168 23 4:2193 Requested GET M001a807537 cfg
~oo-|] IpB00M. 383.111008.bin 4 03:05:20 root@192.168.23 4:2193 Fully downloaded - 1.79 KB @ 30 KB/ - 0001a807537f ofg
<1 P | Filename: jr.f Status Speed | Time [eft X
|Connections: 0 | Out: 0.0KB/s | In:0.0KB/s [Total Out 11.07 MB |TotalIn: 132.45 KB \FS: 2 items - not saved | b

Step 3. Firmware Upgrade Message

Provision function will check IP Phone firmware automatically. If existing firmware of IP Phone is
different with the firmware version on the “LP389 MAC.cfg” file, IP Phone will start to upgrade
new firmware from cfg file.

(1) Confirm if message is consistent, then start to download firmware.

S ~ H1 0 : =10} |
=] Meny | f:,} Fort: 8020 | €0 ‘You are in Expert mods |
@ Open in brovwser |hlt|:l:f'r'"| 92.168.23.40:8080/

Top speed:

Wirtual File Syztem Log
T 01:42:20 Check update: no new verson
3 00014807537 cfg T 01:44:20 root@192 162 .22 40:2474 Requested GET {
lﬁ |pE00mM, 339.111006. bin A 014510 root®192 168 22 44437 Requested GET 0012807537 cf g

45 108234 5= 00012307537 of g
T 014517 root@192.168.22 44438 Regquested GET Apo00m.389.111006 bin

Wil [P | __| Filename | i/ Status | Speed | Tirne laft | %
rootiE 92 165,23 4: 4438 IpB00m. 339,111 006.bin 852,790 / 2390466 sent B1.1KBA 011 6%
[Connections' 1 [Out: 51.1KB/s [ In:00KB/s [Total Dut 1885 MB [TotalIn: 14874 KB [VFS: 2 items - not saved | v
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(2) Firmware upgraded is completed. Log message on Window show the messages.

TR 01:45:38 root@192.168 23 44438 Fuli}r downloaded - 2.28 MB @ 112 KB#s - {Ap600m. 389,11 1006 bin

Note.

1 — If the firmware upgrade process is starting, please don’t remove power on both IP Phone and

HTTP Server.

2 — During firmware update, it takes lots of CPU resources and loading, cause Computer

performance deterioration.

3 — After the upgrade messages, please wait for 1 or 2 minutes. LP389 LCD will display
“Upgrade...” message. Then LP389 reboot itself after upgraded procedures are completed.
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4. Provisioning Debug

If the provisioning has any problem, you can use the debug function from LP389 webpage. There
are two ways you can use. Please refer to the following steps to open the debug function. Enter your
LP389 web browser. Select the left function “Device Setting” at “Debug” to set. Then select
“emsclt” Debug Level : Debug.

Network Time Advance User Login i Provisionin
Device Settin @ = : s
PhoneMgr:
Debug Module: [ Device Cantrol [ call control [T DB
Debug Level: I“-&_anng ;‘
SipMgr:
Debug Madule: C Register [ can - Sip Message [T other
Debug Level: I‘.Te_?'zring _'J
emsclt:
Debug Lavel: |Dsbug ‘:_!
Emergency
Alert
SYSLOG: Critical
Error
Check for start from Any Time: Warning
Notice
Syslog Start(YYYY/MM/DD HH:MM)Iaformasd
Syslog Stop(YYYY/MM/DD HH:MM):
Syslog Server:

Press _2PP¥ | pytton to complete setting.

Mode 1: Telnet
Step 1. Check your IP Phone network address

Step 2. Set up IP address of your computer which you are going to monitor debug messages. Both
the computer network address and IP Phone address should stay at the same subnet.

Step 3. Use Windows DOS command to login the LP389 IP Phone.

ey

Microsoft Windows P [fF7 5.1.268@1
CC» Copyright 1985-2001 Microsoft Corp.

C:Documents and Settings“Administrator>telnet 172.168.23.4_
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Step 4. Enter User Name : root, and Password : root (default)

User: root
Pazzword:

User “"root' logged in.
[rootit]

Step 5. Enter “debug —0” to open the debug message.

Uzer: root

Paszword:

Uzer “root™ logged in.

[root#] debuy —o

Dhgout_dev=sproc~395-Fd 1.

utelzhell Sent Sige5@ SigApplyChg?. File=svar- spidfile-slogmgr.pid.

Enter “debug —c'" to stop debug.

[root#] [16:19:83-895]1 emscltPBA191 TH1824 Debug LBB192 HTTPCRI=1. Set Last_Deuv(

fg_Refresh=6894.

[18:192:83-895]1 emscltPA@171 TH16824 Hotic LOA@E24 Call execup ArgC=5, Cmd=uget
-0 “"varsgetdevconf .cfg" “"http:- 7192 .168.23 4080808001 a8875

[18:19:83-8951 37f .cfg".

[18:19:86—735] emnscltPAA191 TH1624 Motic LOBBES waitpid WGet=482,. ErrHo=18.
[18:12:06—735]1 emscltPAA1?1 TH16824 Warni LOE?AE Err “'rvarsgetdevconf .cfg' (zize=

@>.

[18:12:06—936]1 emscltPAE171 TH1824 Hotic LOAAE24 Call execup ArgC=5, Cmd=uget
-0 “"syarsgetdevconf .xml' “http:- 7192 . 168 .23 .40:8080.-0001a887/5

[18:19:86—2361 37f .xml".

[18:19:89-7831 enscltPBB191 TH1624 Motic LOBBES waitpid WGet=483,. ErrHo=18.
[18:12:07-984]1 emscltPEA1?1 TH16824 Warni LOAE?AE Err “'rvarsgetdevconf .xml' (zize=

@>.

[18:19:89-785]1 emnscltPBP191 TH1624 Motic LBAB213 GetDevCfg Ret=-1.

To close the debug mode, please enter command “debug —c”.

[rooti?
[root#] debug —c
Dhgout_dev=.

utelshell Sent Sig{5B@ SigApplyChg>. File=rvar/pidfile-logmgr.pid.
Debug has stopped.
[rooti]
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Mode 2: SYSLOG
You can use TFTP as your SYSLOG server and refer to the following steps to create your SYSLOG

SErver.

Step 1. Check your IP Phone network address.

Step 2. Set up IP address of your computer which you are going to monitor debug messages. Both
the computer network address and IP Phone address should stay at the same subnet.

HTT‘&"B thpd32

Step 3. Press “TFTP.exe” -

Step 4. Press the setting button.

Current Directory iE:\Documents and SettingztAdministratort, Browse |
Server interfaces I192_153_23_24 d Shows Diir I
Supzlog server |

Llear |

The IP address in Server interfaces field is your computer network address and syslog server
address.
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Step 5. Please follow your demand to configure related settings.

(A) Base Directory : Choose the path to store syslog.txt.

(B) Global Settings : Select “Syslog Server” to establish your syslog server.

(C) Syslog server : Select the “Save syslog messages” and modify the log file name.
- Titpd32: Settings

ChDocuments and Settings\Administraton, =& | |

Press ” OK “ button to complete setting.
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Step 6. Setting your LP389 SYSLOG configuration.
Enter your LP389 web browser. Select the left function “Device Setting” at “Debug” to set.

Device Setting (&)

VOIP Setting (&)

SIP Lines (&)

Debug Level: | Warning
Phone Setting (&)
SipMgr:
Dialing Plan () Debug Module: " Register [ can " sip Message [ Other
Call History @ Debug Levael: |Wa.l'l:|.i]1g ﬁ

S || emsdt:

CETHGUEL A0 || Debug Level: |Debug E

SYSLOG: & Enable O Disable

Check for start from Any Time: E: Start from ,c]rpj.- Time

Syslog Start(YYYY /MM/DD HH:MM):

Syslog Stop(YYYY/MM/DD HH:MM):
Syl S [192.168.23.24 |
Sy=log Part: [514 |

(1) SYSLOG : Select the “Enable” button to open the SYSLOG function.

(2) Check for start from Any Time : When You choose this function, the syslog message will be sent
out to pre-configured address immediately. If you want to receive Syslog messages at a certain
period of time, simply disable this selection.

(3) Syslog Start (YYYY/MM/DD HH:MM) : Syslog message start to send out date and time.

(4) Syslog Stop (YYYY/MM/DD HH:MM) : Syslog message stop to send out date and time.

(5) Syslog Server : Enter your TFTP server address.

(6) Syslog Port : Syslog default port is 514.

Press | to complete syslog setting.
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Step 7. Syslog message will be output to your server.
(1) In Tftp32 Syslog server windows, It can monitor the syslog message.

=10 |

Current Directony IE:'\D::u:uments and 5 ettingz &dminiztrator’, Browsze |

Server interfaces |192_1 Eo 2324 j Show Diir |

Syzlog server i

<07 :[11:12:08-350][0001 A207537F lemsctPO0131 TO1024 Debug LOOT32 =
<05:[11:12:02-950][0001 4207537F lemsctPO01 91 TO1024 Watic: LODS24
<05:[11:12:08-350][0001 A207537F )37 cfg™.

<05:[11:12:11-383][000 ASO7537F lemsctPO01 31 701024 Watic LOOSS5
<04:[11:12:11-929][0001 A207537F lemsctPO01 91 701024 Wami LOD30S
<05:[11:12:11-330][0001 A207537F lemsctPO01 31 TO1024 Watic: LODS24
<05:[11:12:11-930)[0001 4307 537F |37 =ml",

£05:[11:12:15-029][0001 A207537F lemsctPO01 91 TO1024 Watic: LOOS25

<04:[171:12:1 502900071 A307537F JernmzctPO01 31 TOT024 Wamni LODI0Z 1
s ~M19.1724F 020N ANTEITFC lmre =000 31 TOAN24 Bl-bi- 1 00212000
g ? e
Clear |
Abot | Help I

(2) If you save the syslog message file, you can find syslog file under the path.

syslog

Released Version 1.0 17



